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For purposes of Red Flags, a Creditor is defined to include any person or entity that
regularly extends, renews or continues credit.

Credit is defined as “the right granted by a creditor to a debtor to defer payment of debt
or to incur debt and defer its payment or to purchase property or service and defer payment
thereto, including payment from third party Payors such as Medicare, Medicaid, Blue Cross
and Insurance Companies.

III.  IDENTIFYING RELEVANT RED FLAGS

BHC has considered various factors in identifying relevant red flags for possible
identity theft affecting covered accounts of the organization, including without limitation the
following factors: (1) the types of covered accounts it offers or maintains; (2) the methods it
provides to open its covered accounts; (3) the methods it provides to access its covered
accounts; and (4) its previous experiences with identity theft. Based on this analysis, BHC has
identified the following relevant red flags:

. A complaint or question from a patient (or patient representative) based on the
patient’s receipt of:
(D a bill for services for another individual;
2) a bill for a product or service that the patient denies receiving;
3) a bill from a health care provider that the patient never patronized,
or
(@Y) a notice of insurance benefits (or Explanation of Benefits --- EOB) for
health services never received.

. Records showing medical treatment that is inconsistent with a physical
examination or with a medical history as reported by the patient (or patient
representative).

. A complaint or question from a patient (or patient representative) about the

receipt of a collection notice from a bill collector.

. A patient (or patient representative) or insurance company report that coverage
for legitimate healthcare services is denied because insurance benefits have been
depleted or a lifetime cap has been reached.

. A complaint or question from a patient (or patient representative) about
information added to a credit report by a health care provider or insurer.

. A dispute of a bill by a patient (or patient representative) who claims to be the
victim of any type of identity theft.
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. A patient (or patient representative) who has an insurance number but never
produces an insurance card or other physical documentation of insurance.

. A notice or inquiry from an insurance fraud investigator for a private insurance
company or a law enforcement agency.

IV.  DETECTING RED FLAGS

BHC has adopted the following policies and procedures that aid the Corporation in
detecting red flags for identity theft:

. Obtaining appropriate identifying information and insurance information for
each patient (or patient representative) opening a new covered account;

. Sign-in, updating of insurance information and personal interview of each
returning patient (or patient representative);

. Dissemination of this written Program to all Botsford Health Care employees
having patient interaction.

V. REPORTING OF CONCERNS

All Red Flags concerns or questions should be directed to the Corporate Compliance
and Privacy Officer at 248-471-8632 or 248-471-8527, or through the Compliance and Privacy
Direct Line at 877-471-2422.

VL. PREVENTING AND MITIGATING IDENTITY THEFT

In determining an appropriate response to a red flag or other threat of identity theft,
BHC will consider aggravating factors that may heighten the risk of identity theft, such as a
data security incident that results in unauthorized access to a patient’s account records, or
notice that a patient has become aware of someone fraudulently claiming to obtain medical
services in the name of the patient. Appropriate responses may include the following:

] Monitoring a covered account for evidence of identity theft;
. Contacting the patient (or patient representative);
. Changing any passwords, security codes, or other security devices that permit

access to a covered account;

. Reopening a covered account with a new account number;
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Not opening a new covered account;
Closing an existing covered account;

Not attempting to collect on a covered account or not selling a covered account
to a debt collector;

Notifying law enforcement or regulatory authorities as required and instructing
the patient to among other reasonable actions, utilize the following website
... http://www.consumer.gov/idtheft to file the Notifications contained
therein. The patient may be requested to also forward copies of the
completed documents to the Corporate Compliance and Privacy Officer
as part of the investigation. Or ...

Determining that no response is warranted under the particular circumstances.

UPDATING THE PROGRAM

BHC will evaluate the Program on an annual basis and will update the Program as

necessary to reflect changes in risks to patients or to BHC from identity theft, based on factors

such as:

The experiences of BHC with identity theft;

Changes in methods of identity theft;

Changes in methods to detect, prevent, and mitigate identity theft;
Changes in the types of accounts that the BHC offers or maintains; and

Changes in the business arrangements of BHC, including, alliances, joint
ventures, and service provider arrangements.

VIII. PROGRAM ADMINISTRATION

The Corporate Compliance and Privacy Officer of BHC shall assume primary

administration of the Program, subject to oversight by the Corporate Integrity Committee (CIC)
and the Boards of Directors covering each component of BHC. The Corporate Compliance and
Privacy Officer shall report to the CIC and the Boards of Directors at least annually, on
compliance by BHC with the Program. The report shall address material matters related to the
Program and evaluate issues such as:
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The effectiveness of the policies and procedures of BHC in addressing the risk
of identity theft in connection with the opening of covered accounts and with
respect to existing covered accounts;

Any third party service provider arrangements relevant to covered accounts;

Significant incidents involving identity theft and management’s response; and

Recommendations for material changes to the Program.

Any modification or amendment to the Program shall be recommended for adoption by
the CIC to the Boards of Directors of BHC.

e Botsford Health Care — Policies and Procedures with Red Flags
Implications are listed on page 6 of this document.

The Corporate Integrity Committee of the Boards of Directors of BHC
effective as of March 4, 2009 has approved this Program for adoption, with
adoption by the Board on March 24, 2009.
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Botsford Health Care — Policies and Procedures with Red Flags Implications:

Corporate Compliance and Privacy Plan and Standards of Conduct

Privacy Notice — for Patients

Policy # A124P — Authorization for Release of PHI — HIPAA

Policy # A125P — Access to Copying and Amendment of Health Information by Patient
Policy # C 2 — Conflict of Interest (HR)"

Policy # C 3 — Confidentiality & Information Security (HR)

Policy # C136P — Restriction of Access to WorkStation Resources (CIT)

Policy #C140P — Non-Retaliation/Retribution for Reporting Suspected Compliance
Violations

Policy # C145P — Investigating Suspected Compliance Violations

Policy # C149P — Use of Cell Phones Within the Hospital

Policy # E126P — Electronic Communications (CIT)

Policy # F105P — Use and Disclosure of Protected Health Information for Fundraising
Purposes

Policy #F109P — Detection and Prevention of Fraud, Waste, and Abuse Applicable to
Federal and State Laws

Policy # M 134P — Determination of Minimum Necessary Use and Disclosure of
Protected Health Information (PHI)

Policy # P123P — Patient Complaint and Grievance Process

Policy # P124P — Patient Rights

Policy # P126P — Privacy of Protected Health Information: HIPAA

Policy # P132P — Patient Property Record

Policy #R107P — Resident Property: Securing Valuables (BCCC)

Policy #R112P — Reporting Potential Corporate Compliance or Privacy Concerns
Policy # R113P — Retention and Record Management

Policy # S123P — Self-Disclosure Policy

Policy #S127P — Privacy and Confidentiality of Patients’ Social Security Number
Policy # T100 — Demographics (SBO)

Policy #V109P — Verification of the Identity and Authority of a Person Requesting
Disclosure of Protected Health Information

Policy # W 1 — Whistleblower’s Protection (HR)

Policy # W 3 — Work Rules and Employee Conduct (HR)

Business Associates Contract

Sending and Receiving Email with Secure Delivery

APPROVAL: Lisa Vandecaveve
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Corporate Vice President Legal Affairs
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